
Ethical Considerations

• Data can have a huge impact on society, 
especially for underrepresented group.
• Therefore, ethical handling of data is of

utmost importance.



The 5 Cs of Ethical Data Handling

• The "5 Cs" in data ethics is a framework used to guide ethical decisionmaking and 
behavior in handling data
• Consent
• Collection
• Control
• Confidentiality
• Compliance 

• Each "C" represents a core principle or aspect of ethical considerations related to 
data usage. 
• These principles help ensure that data practices are responsible, fair, and 

respectful of individuals' rights and interests.
• By following the 5 Cs framework organizations build trust with stakeholders and 

promote responsible data stewardship.



The 5 Cs of Ethical Data Handling

• Consent: 
• This principle emphasizes obtaining informed consent from individuals 

before collecting, processing, or using their data. 
• Consent should be freely given, specific, and revocable. 
• It involves providing individuals with clear information about how their data 

will be used and obtaining their explicit agreement.
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• Collection: 
• This principle focuses on the responsible collection of data. 
• It involves ensuring that data collection methods are lawful, transparent, and 

respectful of individuals' privacy rights. 
• Data should be obtained through fair and legal means, and 
• efforts should be made to minimize the collection of unnecessary or sensitive 

information.
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• Control: 
• Control refers to giving individuals control over their data. 
• This includes providing individuals with the ability to access, correct, delete, 

or transfer their data as needed. 
• Individuals should have the right to decide how their data is used and shared, 

and 
• organizations should respect these preferences.
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• Confidentiality: 
• Confidentiality involves protecting the privacy and confidentiality of data.
• Organizations should implement appropriate security measures to safeguard 

data against unauthorized access, disclosure, or misuse. 
• This includes encryption, access controls, and regular security audits to 

ensure data integrity.
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• Compliance: 
• Compliance refers to adhering to legal and regulatory requirements related 

to data protection and privacy. 
• Organizations should comply with relevant laws such as the General Data 

Protection Regulation (GDPR), the Health Insurance Portability and 
Accountability Act (HIPAA), or other industry-specific regulations. 
• Compliance also involves following ethical guidelines, industry standards, and 

best practices in data handling.



Ethical AI & LLM Considerations

• With the advent of powerful AI models such as LLM (large language 
models) there are additional ethical considerations.
• Bias and Fairness: AI and LLMs can perpetuate and amplify biases present in the data 

they are trained on. This bias can lead to unfair outcomes, discrimination, and 
perpetuation of stereotypes. 

• Transparency and Accountability: LLMs can be complex and opaque, making it 
difficult to understand how they arrive at their decisions or generate outputs. Ethical 
considerations involve promoting transparency in AI systems, providing explanations 
for their decisions, and establishing mechanisms for accountability in case of errors 
or unintended consequences.

• Misinformation: LLMs can generate highly realistic text, raising concerns about their 
potential to spread misinformation. Ethical considerations involve developing 
strategies to detect and mitigate the spread of misinformation while promoting the 
responsible use of AI technologies.
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• Resources:
• https://aiethics.princeton.edu/case-studies/
• https://datapractices.org
• Loukides, M., Mason, H., & Patil, D. J. (2018). Ethics and data science. O'Reilly 

Media.
• Floridi, L. (2023). The Ethics of Artificial Intelligence: principles, challenges, 

and opportunities. Oxford University Press.

https://aiethics.princeton.edu/case-studies/
https://datapractices.org/
https://www.oreilly.com/library/view/ethics-and-data/9781492043898/
https://global.oup.com/academic/product/the-ethics-of-artificial-intelligence-9780198883098?cc=us&lang=en&

